g%eqe 2it. Ty w9 (W1.91.9.)
Ry diete wEeieres, it aRés







Cuber Bullying

JHo1ureh, Aldisel Wilsl, ciucia

scaGt s'ﬁ)aﬁ'ﬁ%laa‘ fobar Jaig
SEURITERIT 6l At~ cheasl

Bt swavlas fdbal erabTaut

Child Pornography

G GifoTeh B BRUNST ATHSIT (CSAM) FBUIST 3refl wiurdiat
I St clferes UlcHT Faautd 31¥1a 3MI0T GeHeR) Baren
Hetre ciforas 2NGUT fdsar IcITanR GRAadeiet 3RId.
Hifgdl AISI6T BIRIENTAT BETH §V (B) GRIIR, Gilold godl dd
3RIcT Hotid aeliwdidu sRicdl Jursll saaRiisns
IaARUId U B0l fdar ui¥a ot g Gseil<r 3ie.

Online Sextortion

(fogsiant, wict)uRi weuardt smdbl ad,
T Sqeld 3Miefas Aretuil, 9nTiNG Jsiler
ScAlGldl Aorull adt.

Online
Transaction Fraud
et AdaATZRA, aotiac Urc feib,

OTP /ut=iars @iwul, fabar wicar

CAAGIRITAT ATETAHITST U it
Bl

Job Fraud

Sleten=rean entelld 3R
Gilcblen 31fereh uenTedl 3nfor
aloTe=aT sllcblell
alct smweaiel @3l
WHRICIUITET Uicol.

Debit/Credit Card
Fraud

GRIIT RI<hicT hise fabar Sferc
brsdl Atfgdl carear uRdrstoitiSrar=r
=6l 3AG! Ul [dsar c=arget
43t areul.




GqTEY YT

POLICE STATION

REPORT ON THE NATIONAL
CYBER CRIME PORTAL AT

NATIONAL CYBER CRIME
HELPLINE NUMBER




TAT GTEAT Y TEE TR TARIINE - U8 F F& AFdl.

% JALTCT AT teicwIAaR 3lsttosdl cilabid ths Rabec Tl aibl.

# gadl dafoeas Atledl R bl sleraiRa, uat, Aldlsel sl FAIGL Jlelel Ffs=n fdhar sav 3ilsiargst
TCICTHIHAR Q131° d¥ G1chl.

# AT AISAT toichiHaNIe UkiogRil AfcootHe siissel qrel 9 Qldbdl il dlul gAd TN Ulg Qldhdld.

+# 3lolladdl JAIAEET Sicot 31, 3lieTeligel dlRT adlS aldl 3RTclel AFCA3R NIOT 31T FICI e GIabL.

% T WAAE STTUT ARATSI U AL atosort. wefigl grdl dufieas Alfgdl <I3R & 61l

ol ¥aa: wellpl A=AaR goil 135 612, BRI & BIRIENs! 31617 urst 966l 31E.
A tiisd cAathlaR AlelRTes UlRunH 135 <ldbal.

TR T YRR AR TS5 ST, TR FTI F& AFAT?
& T Ulcidbloll/AIoTsI clcablos dbacll.
& 800 BRUNIT =Ichldl 3lloswd ucdl.
& B BRUNATGT ocllch BT,
& QI¥CR/AQ2l STAT =T 3NI0T JAgid dal.
& pellgl B BUN=INET MBABUUL 3T G 61dbl.
& GI¥ gHd Uleldd [l aslerensl oAehloll 3Gt aicetl,
av a Tenforcs UleINT SIURIA SlI3Hel B BRUN=IICRIENT




Cyber Grooming
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Online Transaction
Fraud
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HOW TO SECURE DIGITAL PAYMENTS?
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IDENTITY THEFT ?
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IDENTITY
THEFT

PROTECT YOUR
PERSONAL DATA
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and it's implications
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Turn, Run and Tell!"

Turn away from the bad picture,
hurry and get away,

and go tell a trusted adult
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Digital Arrest - 1
https://www.youtube.com/watch?v=RQ46CJBe3NQ

Digital Arrest - 2
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Digital Arrest - 3
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Social media isn’t your personal diary.
Avoid posting every life update online &
Kkeep your personal details private.

WhatsApp Security Checklist

Privacy Settings —

These settings limit who can access your personal information and activity
on WhatsApp.

Last Seen - Set to ""Nobody" or "My Contacts" to prevent strangers from
knowing when you were last active.

Profile Photo - Choose "My Contacts" or '"Nobody" to control who can
view your photo.

Status Updates - Customize visibility using '"My Contacts" or "My Contacts
Except..." to exclude specific people.

About - Control who can see your "About" information, such as your bio.
Set it to ""Nobody", "My Contacts", or "My Contacts Except..."

Live Location - If you're sharing your location, always double-check who

has access and remove access when no longer needed.

Advanced Settings —

These settings add additional layers of protection for your WhatsApp
communications.

Protect IP Address in Calls - Enable this setting to prevent hackers from
tracking or targeting your IP address during voice or video calls.

Disable Link Previews - Enable this setting to prevent WhatsApp from
automatically showing previews of links shared in messages, which can help
you avoid malicious links.

Go to Settings > Go to “Privacy” >Scroll down to “Advanced” and click > Here click on
both “Protect IP address in calls” and “Disable link previews”

Enable Two-Step Verification (2FA) —

Two-step verification adds an extra layer of security, requiring both your

SIM card (or phone) and a PIN to log into WhatsApp.

Go to Settings > Account > Two-step Verification > Enable.

PIN - Choose a 6-digit PIN that you'll need to enter when setting up
WhatsApp on a new device.

Go to Settings > Account > Passkeys.

Email Address - Provide an email address for recovery purposes in case you
forget your PIN.

Go to Settings > Account > Email address.




Additional Security Measures —

Here are more ways to enhance your security and protect your account
from threats.
Media Auto Download - Disable Media Auto Download i.e. Photo, Audio,

Video, Documents.
Go to Settings > Storage and Data > Media auto-download > Disable.

Verify Unknown Contacts - Always be cautious when receiving messages
from unfamiliar contacts. If possible, verify the person’s identity before
sharing sensitive information.

Regular App Updates - Ensure your WhatsApp app is always up to date.
Developers frequently release updates that address security vulnerabilities.
Beware of Third-Party Apps - Do not use unofficial WhatsApp versions or
mods (e.g. WhatsApp Plus), as they can compromise your privacy and
security.

Encrypt Backup - Enable end-to-end encryption for your WhatsApp
backups to protect your chat history in the cloud.

Go to Settings > Chats > Chat Backup > End-to-end Encrvpted Backup.
Screen Lock/Authentication - Consider enabling your device’s screen lock

(PIN, fingerprint, Face ID) to protect access to WhatsApp.

Regularly Monitor Security Settings —

It's important to periodically review your WhatsApp security settings to

ensure they’re up to date:

Check Devices Connected - Go to Settings > Linked Devices to review and
disconnect any devices you don't recognize.

Backup and Export Chats - Regularly back up important chats, but be
cautious about sharing sensitive information in messages or using cloud
services.




Facebook / Instagram Security Checklist
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HOW T0 BE CYBER VIGILANT?

DUE TO THE PRESENCE OF A PLETHORA OF CYBERCRIMES IN CYBER SPACE
[T 1S IMPORTANT FOR US T0 BE CYBER VIGILANT.
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GOLDEN RULES TO FOLLOW ONLINE

DO NOT GIVE OUT
PERSONAL
INFORMATION.

DO NOT SHARE
INAPPROPRIATE PICTURES
WITH ANYONE.

REMEMBER NOT EVERYONE
ONLINE IS WHO THEY SRY
THEY ARE.

AVOID OPENING EMAILS OR
ATTAGHMENTS FROM
STRANGERS.

DO NOT REACT WHEN CYBER
BULLIED INSTERD BLOGK,
KEEP A RECORD AND REPORT IT.
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" NEVER ARRANGE TO MEET N
SOMEONE IN PERSON WHOM
YOU'VE MET ONLINE.
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